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NIMS Training
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Housekeepina Notes

All technology to "silent" or "vibrate" please

If you must take or make a call

— Wait for a break

— Leave the room for calls

We will have regular breaks during the course
Restroom location (s)

Emergency exits

There will be time for Q&A - save your questions to
the announced periods

Your evaluations are important to us! Complete
the evaluation form by the end of the day!




NIMS/HICS Trainina Objectives

Learn and apply the principles and concepts
from IS 100.HC, 200.HC, 700.A, and HICS

Discuss NIMS & HICS implementation for
hospitals

Understand the roles and relationship of the
Incident Management Team

Conduct a facilitated scenario-based
exercise

Key concepts are indicated by




Course Content

Course content provided in part by

Kaiser Permanente

s California Governor’s Office of Emergency

Services (OES)
FEMA

Revision and Merging of concepts by Knox
County Health Department and Knoxville
Emergency Management Agency



Emergency Response Is NOT
Business As Usual!

Teaching points: Hospitals face many new challenges and threats that were

never imagined in the past, both natural and-made incidents that tax and

may overwhelm the healthcare system. When an emergency incident or

di saster strikes, hospitals must shift
operations to effectively respond AND recover.



National Incident
Management System
IS-700

Instructor notes:

This section will address the elements and principles of the National Incident
Management System or NIMS. There are elements of NIMS that have been
discussed in other modules, so this is a good opportunity for review of the
principles, but many slides do not neeeldgpth discussion.



What Is NIMS?

NIMS provides a consistent nationwide
template

Which enables Federal, State, Tribal and
Local Governments, the private sector, and
nongovernmental organizations to work
together

To prepare for, prevent, respond to , recover
from, and mitigate the effects of incidents
regardless of cause, size, location, or
complexity

To reduce the loss of life and property, and
harm to the environment




NIMS — What It Is

¢ NIMS is
s Aflexible framework of
Doctrine
- Concepts
Principles

- Terminology
- Organizational processes

& Applicable to all hazards and jurisdictions




NIMS — What It's Not

NIMS is
& An operational incident management plan
s Aresource allocation plan
s A terrorism/WMD-specific plan
Designed to address international events
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NIMS — HSPD 5

¢ Homeland Security Presidential Directive 5
(HSPD-5) directed the Secretary of
Homeland Security to:

& Develop and administer a National Incident
Management System (NIMS)

& Develop the National Response Framework
(NRF)

11



NIMS — HSPD 5

¢ HSPD-5 requires all Federal departments
and agencies to:

& Adopt and use NIMS in incident management

programs and activities

& Make adoption of NIMS a condition for Federal
preparedness assistance (through grants,
contracts, and other activities)
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NIMS

NIMS is not an operational incident
management or resource allocation plan

Represents a core set of doctrines,
concepts, principles, terminology, and
organizational processes

Enables effective, efficient, and
collaborative incident management
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NIMS

¢ NIMS integrates emergency management
practices that:

& Lay the groundwork for NIMS components

& Provide for the further development and
refinement of supporting national standards,
guidelines, protocols, systems, and
technologies

14



NIMS

Is not a static system

Fosters the development of specialized
technologies that facilitate response

> Allows for the adoption of new approaches

that will enable continuous refinement of the
system
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NIMS

Provides flexibility
Planned events
Forecasted events
No-notice events
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NIMS — Standardized
Oroanizational Structures

¢ Improve integration and connectivity among
jurisdictions and disciplines

Allow those who adopt NIMS to work
together

Foster cohesion among various response
organizations

17



NIMS and Other
Preparedness Efforts

HSPD-7: Critical infrastructure identification,
Prioritization, and Protection established the
U.S. policy for “enhancing protection of the
Nation’s critical infrastructure and key
resources”

HSPD-8: National Preparedness directed
DHS to develop a common, unified approach
to “strengthen the preparedness of the U.S.
to prevent and respond to threatened or
actual domestic terrorist attacks, major
disasters, and other emergencies”
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NIMS and NRF

The National Response Framework (NRF):
Is a guide to how the Nation conducts all-hazards
response

Builds upon the NIMS coordinating structures to
align key roles and responsibilities

Links all levels of government, nongovernmental
organizations, and the private sector

Explain that the National Response Framework (NRF):
Is a guide to how the Nation conducts all-hazards response.

Builds upon the NIMS coordinating structures to align key roles
and responsibilities across the Nation, linking all levels of
government, nongovernmental organizations, and the private
sector.

Point out that a basic premise of both NIMS and the NRF is that
incidents typically are managed at the local level first.

Following NIMS doctrine, the NRF is designed to ensure that local
jurisdictions retain command, control, and authority over response
activities for their jurisdictional areas.
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NIMS — Elected/Appointed
Officials

¢ NIMS helps elected and appointed
officials:
& Ensure agency/jurisdiction policies for

emergency management and incident
response are clearly stated

s Evaluate effectiveness and correct any
deficiencies

& Support a coordinated, multi-agency approach

20



Preparedness: Continuous Cycle
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Preparedness: A Unified
Approach

Preparedness ’ tcatl
‘ ommunications
MResource ST & Information
anagement Management
\_——‘ Command & 9
_ Management
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NIMS — | evels of Capability

Inventorying and categorizing resources:

Establishes and verifies the levels of
capability needed

Identifies and verifies that resources
possess the needed qualifications
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NIMS — Coordination of
Preparedness Activities

Effective preparedness activities involve
coordination among:

Individuals

Preparedness organizations

Nongovernmental organizations (NGOs)
The private sector

Preparedness activities should be coordinated among all appropriate agencies and
organizations within the jurisdiction, as well as across jurisdictions. Preparedness
activities may involve the following groups:

Individuals: | ndi vi dual s shoul d participate in their communi
individual and community preparedness (e.g., public education, training sessions,
demonstrations). These programs should include preparedness of those with special needs.

Preparedness Organizations: Preparedness organizations provide coordination for emergency
management and incident response activities before an incident or scheduled event. These organizations
range from groups of individuals to small committees to large standing organizations that represent a wide
variety of committees, planning groups, and other organizations (e.g., Citizen Corps, Local Emergency
Planning Committees, Critical Infrastructure Sector Coordinating Councils).

Nongovernmental Organizations: Nongovernmental organizations (NGOs), such as community-based,
faith-based, or national organizations (e.g., the Salvation Army, National Voluntary Organizations Active in
Disaster, and the American Red Cross), play vital support roles in emergency management and incident
response activities.

Compliance with NIMS is not mandated for NGOs. However, adherence to NIMS can help these

organizations integrate into a jurisdictionbds prepare
interested NGOs should be included in ongoing preparedness efforts, especially in planning, training, and
exercises.

Private Sector: The private sector plays a vital support role in emergency management and incident

response and should be incorporated into all aspects of NIMS. Utilities, industries, corporations, businesses,

and professional and trade associations typically are involved in critical aspects of emergency management

and incident response.

These organizations should prepare for all-hazards incidents that may affect their ability to deliver goods and

services. It is essential that private-sector organizations that are directly involved in emergency management

and incident response (e.g., hospitals, utilities, and critical infrastructure owners and operators) be included in

a jurisdictionds preparedness efforts, as appropriate

Governments at all levels should work with the private sector to establish a common set of expectations
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consistent with Federal, State, tribal, and local roles, responsibilities, and methods of
operations. These expectations should be widely disseminated and the necessary training and
practical exercises conducted so that they are thoroughly understood in advance of an actual
incident.
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NIMS — Continuity Capability

Continuity planning should address:
Essential functions
Orders of succession
s Delegations of authority
Continuity facilities
s Continuity communications
s Vital records management
Human capital

25



NIMS — Mutual Aid and
Assistance Agreements

Allow neighboring jurisdictions to support
one another during an incident

Are formal documents that identify the
resources that jurisdictions are willing to
share during an incident

Inform the participants that mutual aid agreements and assistance agreements provide a
mechanism to quickly obtain emergency assistance in the form of personnel, equipment,
materials, and other associated services. Explain that NIMS encourages:

Jurisdictions to enter into mutual aid and assistance agreements with other jurisdictions
and/or organizations from which they expect to receive, or to which they expect to provide,
assistance.

States to participate in interstate compacts and to consider establishing intrastate
agreements that encompass all local jurisdictions.

Explain to the participants that agreements among all parties providing or requesting resources
help to enable effective and efficient resource management during incident operations. Tell the
participants that they might want to consider developing and maintaining standing agreements
and contracts for services and supplies that may be needed during an incident.

Explain that there are several types of these kinds of agreements, including but not limited to the
following:

Automatic Mutual Aid: Agreements that permit the automatic dispatch and response of requested resources without
incident-specific approvals. These agreements are usually basic contracts; some may be informal accords.

Local Mutual Aid: Agreements between neighboring jurisdictions or organizations that involve a formal request for
assistance and generally cover a larger geographic area than automatic mutual aid.

Regional Mutual Aid: Substate regional mutual aid agreements between multiple jurisdictions that are often sponsored by
a council of governments or a similar regional body.

Statewide/Intrastate Mutual Aid: Agreements, often coordinated through the State, that incorporate both State and local
governmental and nongovernmental assets in an attempt to increase preparedness statewide.

Interstate Agreements: Out-of-State assistance through formal State-to-State agreements such as the Emergency
Management Assistance Compact, or other formal State-to-State agreements that support the response effort.

International Agreements: Agreements between the United States and other nations for the the exchange of Federal
assets in an emergency.

Other Agreements: Any agreement, whether formal or informal, used to request or provide assistance and/or resources
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among jurisdictions at any level of government (including foreign), NGOs, or the private sector.
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NIMS — Procedural Documents

Standard Operating Procedure or
Operations Manual

Field Operations Guide or Incident
Management Handbook

Mobilization Guide

Job Aid

27



NIMS - Protocols

¢ Protocols:

& Are sets or established guidelines for actions
under various specified conditions

s Permit the rapid execution of a task, function,
or number of interrelated functions without
having to seek permission
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NIMS - Training

¢ Training should allow practitioners to:

& Use the concepts and principles of NIMS in
exercises, planned events, and actual incidents

& Become more comfortable using NIMS,
including the Incident Command System
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NIMS - Exercises

Exercises should:

Include multidisciplinary, multi-jurisdictional
incidents

Include participation of private-sector and
nongovernmental organizations

Cover aspects of preparedness plans,
particularly the processes and procedures
for activating the local, intrastate, or
interstate mutual aid and assistance
agreements

Contain a mechanism for incorporating
corrective actions
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NIMS — Personnel Qualifications
and Certification

¢ Standards:

& Help ensure that personnel possess the
minimum knowledge, skills, and experience
necessary to execute response activities
safely and effectively

& Typically include training, experience,
credentialing, validation, and physical and
medical fitness




NIMS — Equipment Certification

¢ Helps ensure that the equipment acquired
will perform to certain standards

< Supports planning and rapid fulfillment of
needs based on a common understanding
of the abilities of distinct types of equipment
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Mi

NIMS — Mitioation and
Preparedness

tigation:
Reduces the loss of life and property

s Minimizes damage to the environment from

natural or manmade disasters

s Helps avoid or lessen the impact of a disaster

Impedes the cycle of disaster damage,
reconstruction, and repeated damage

33



NIMS — Communications and
Information Systems

Communications Flow

Accurate Information

| Effective Decisionmaking
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NIMS — Common Operating
Picture

Established and maintained by gathering,
collating, synthesizing, and disseminating
information

Allows on-scene and off-scene personnel to
have the same information, including:

& Availability and location of resources
s Status of assistance requests
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NIMS — Communications

Emergency communication systems should:

Be the same or linked to the same system used
for non-emergency procedures

s Effectively interface with national standards

Allow data sharing among key players
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NIMS - Communications

Communications systems should be:

Reliable — able to function in any type of
incident

s Portable — deployable to different locations and
compatible with other systems

s Scalable — suitable for use on large or small
scale

37



NIMS - Communications

¢ Communications systems should have:

& Resiliency — ability to perform after damage or
loss of infrastructure

& Redundancy — duplication of services or the
ability to communicate through diverse,
alternative methods
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NIMS - Communications

Successful communications and information
management require the use of:
& Strategic communications
s Tactical communications
s Support communications
Public address communications

39



NIMS - Communications

¢ Communications plans should identify:

& What information is essential and can be
shared

& Who needs the information and who has the
information

& How the information will flow, is coordinated for
public and media release, and how systems will
be used

40



NIMS — Communications

Agreements should:

Be executed among all stakeholders

Specify communications systems and platforms
to be used

41



NIMS — Communications

¢ Equipmentand Training Standards should
address:

Conditions under which communications
systems must operate

s Maintenance and updating of systems and
equipment

s Periodic testing of systems

42



NIMS — Communications

Incident Information may provide for:

& Development of incident objectives and IAP

& |dentification of safety hazards

& Determination of resource needs

s Formulation of public information messages
Analysis of incident cost
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NIMS - Communications

Communication and Data Standards
may include:

& A standard set of organizational structures
and responsibilities

Common “typing” of communications
resources

Use of agreed-upon communications
protocols

Common identifier “titles” for personnel,
facilities, and operational locations

44



NIMS - Communications

Plain Language & Common Terminology
Is a matter of
Facilitates interoperability across agencies/
organizations, jurisdictions, and disciplines

Ensures that information dissemination is
timely, clear, acknowledged, and understood
by all intended recipients

Tell the participants that the use of plain language in emergency
management and incident response:

Is a matter of safety.

Facilitates interoperability across agencies/organizations, jurisdictions,
and disciplines.

Ensures that information dissemination is timely, clear, acknowledged,
and understood by all intended recipients.

Note that codes should not be used, and all communications should be
confined to essential messages. The use of acronyms should be avoided
during incidents requiring the participation of multiple agencies or
organizations.

When necessary, information may need to be encrypted so that security can
be maintained.

Explain that, although plain language may be appropriate during response to
most incidents, tactical language is occasionally warranted due to the nature
of the incident (e.g., during an ongoing terrorist event).

Note that the protocols for using specialized encryption and tactical language
should be incorporated into the Incident Action Plan or incident management
communications plan.
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NIMS — Resource Manaoement

¢ A standardized approach is based on the
underlying concepts:
Consistency
s Standardization
Coordination
s Use
Information Management
s Credentialing
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NIMS — Resource Management

Planning should result in:
s |dentification of resource needs

s Development of alternative strategies to obtain
the needed resources
Creation of new policies to encourage
positioning of resources

Identification of conditions that may trigger a
specific action
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NIMS — Resource Management

Resource management supports incident
management by using standardized
methods for:

Identification
s Ordering

Mobilization

Tracking

48



NIMS — Resource Management

¢ Resource acquisition procedures may
include:

& Acquiring critical resources in advance and
storing them in a warehouse

& Supplying resources “just in time” typically
using a pre-incident contract
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NIMS — Resource Management

¢ Effective resource management
includes:

& Management information systems to
collect, update, and process resource data
and track the status and location of
resources

Standard protocols to request resources,
prioritize requests, activate and mobilize
resources to incidents, and return them to
normal status




NIMS — Resource Management

‘ Inventory

" Identify ‘
_Requirements ‘

‘ (51"der & )

‘ Reimburse H -
Acquire

~

‘ Recover/

~ Demobilize |Y|Obl|lle

Tell the participants that the focus of this section of the lesson is on a
standardized seven-step cycle for managing resources during an
incident.

Note that it is important to remember that preparedness activities must
occur on a continual basis to ensure that resources are ready for
mobilization.
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NIMS — Resource Management
|dentify Requirements

| Identify |
| Requirements |

1 —
P >
Identify ‘ P

Inventory Requirements |

1 Reimburse ” 1 7(/3\rcdieur‘;&e—J

Recover/ =
Demobilize ‘ Mobilize ’

Explain that when an incident occurs, personnel who have resource
management responsibilities should continually identify, refine, and
validate resource requirements. This process includes identifying:

What and how much is needed.
Where and when it is needed.
Who will be receiving or using it.

Resource availability and requirements constantly change as the
incident evolves. Coordination among all response partners should
begin as early as possible, preferably prior to incident response
activities.
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NIMS — Resource Management
Flow of Reguests & Assistance

Joint Field Office
| Federal Agencies and Departments* l

al Reso,

qulpme’"

Intrastate Mutual Aid/
Interstate Mutual Aid
(EMAC)/Private Sector/
NGO Assistance

Local-to-Local
Mutual Aid/
Private Sector/
NGO Assistance

Coordination
Command

This graphic depicts the flow of assistance during large-scale incidents. Present the following
information about the flow of requests and assistance:

The Incident Command/Unified Command identifies resource requirements and
communicates needs through the Area Command (if established) to the local
Emergency Operations Center (EOC). The local EOC fulfills the need or requests
assistance through mutual aid agreements and assistance agreements with private-
sector and nongovernmental organizations.

In most incidents, local resources and local mutual aid agreements and assistance
agreements will provide the first line of emergency response and incident management.
If the State cannot meet the needs, they may arrange support from another State
through an agreement, such as the Emergency Management Assistance Compact
(EMAC), or through assistance agreements with nongovernmental organizations.

If additional resources and/or capabilities are required beyond those available through
interstate agreements, the Governor may ask the President for Federal assistance.

Some Federal agencies SU.S. Coast Guard, Environmental Protection Agency, etc.)
have statutory responsibility for response and may coordinate and/or integrate directly
with affected jurisdictions.

Federal assistance may be provided under various Federal authorities. If a Governor
requests a disaster declaration, the President will consider the entirety of the situation
including damage assessments and needs. The President may declare a major disaster
(section 401 of the Robert T. Stafford Disaster Relief and Emergency Assistance Act).

The Joint Field Office is used to manage Federal assistance (technical specialists,
funding, and resources/equipment) that is made available based on the specifics and
magnitude of the incident. In instances when an incident is projected to have
catastrophic implications (e.g., a major hurricane or ﬂoodin(??, States and/or the Federal
Government may position resources in the anticipated incident area.

In cases where there is time to assess the requirements and plan for a catastrophic
incident, the Federal response will be coordinated with State, tribal, and local
jurisdictions, and the pre-positioning of Federal assets will be tailored to address the
specific situation.



NIMS — Resource Management
Order & Acquire

Order &

I Identify AchIre
nventory

Requirements e e
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)
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Report

Explain to the participants that standardized resource-ordering
procedures are used when requests for resources cannot be fulfilled
locally. Typically, these requests are forwarded first to an adjacent
locality or substate region and then to the State.

Note that decisions about resource allocation are based on organization
or agency protocol and possibly the resource demands of other
incidents.

Mention that mutual aid and assistance resources will be mobilized only
with the consent of the jurisdiction that is being asked to provide the
requested resources. Discrepancies between requested resources and
those available for delivery must be communicated to the requestor.
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NIMS — Resource Manaoement

Reaching around the official resource
coordination process:
s Creates serious problems

Puts responders at risk

Leads to inefficient use and/or lack of
accounting of resource
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NIMS — Resource Management
Mobilize

Identify
Requirements

Order & I
Acquire

]

Recover/ ;
Demobilize ’ Mobilize h . .

S = w Mobilize ’
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Explain that incident resources mobilize as soon as they are notified
through established channels.

Mobilization notifications should include:
The date, time, and place of departure.
Mode of transportation to the incident.
Estimated date and time of arrival.

Reporting location (address, contact name, and phone number).

Anticipated incident assignment.
Anticipated duration of deployment.
Resource order number.

Incident number.

Applicable cost and funding codes.

Note that when resources arrive on scene, they must be formally
checked in.
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NIMS — Resource Manaoement

¢ Demobilization planning:
& Begins at the same time as mobilization
& Facilitates accountability and efficiency
& Ocecurs in the Planning Section
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NIMS — Resource Management
Track & Report

Identify ”

Requirements

>
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| Report

Explain that resource tracking is a standardized, integrated process
conducted prior to, during, and after an incident to:

Provide a clear picture of where resources are located.
Help staff prepare to receive resources.

Protect the safety and security of personnel, equipment, and
supplies.

Enable resource coordination and movement.

Note that resources are tracked using established procedures
continuously from mobilization through demobilization.
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NIMS — Resource Management
Recover/Demobilize
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Present the following key points:

Recovery involves the final disposition of all resources, including those located at the
incident site and at fixed facilities. During this process, resources are rehabilitated,
replenished, disposed of, and/or retrograded.

Demobilization is the orderly, safe, and efficient return of an incident resource to its original
location and status. As stated earlier, demobilization planning should begin as soon as
possible to facilitate accountability of the resources. During demobilization, the Incident
Command and Multiagency Coordination System elements coordinate to prioritize critical
resource needs and reassign resources (if necessary).

Nonexpendable Resources (such as personnel, firetrucks, and durable equipment) are
fully accounted for both during the incident and when they are returned to the providing
organization. The organization then restores the resources to full functional capability and
readies them for the next mobilization. Broken or lost items should be replaced through the
appropriate resupply process, by the organization with invoicing responsibility for the
incident, or as defined in existing agreements. It is critical that fixed-facility resources also
be restored to their full functional capability in order to ensure readiness for the next
mobilization. In the case of human resources, such as Incident Management Teams,
adequate rest and recuperation time and facilities should be provided. Important
occupational health and mental health issues should also be addressed, including
monitoring the immediate and long-term effects of the incident (chronic and acute) on
emergency management/response personnel.

Expendable Resources (such as water, food, fuel, and other one-time-use supplies) must
be fully accounted for. The incident management organization bears the costs of
expendable resources, as authorized in financial agreements executed by preparedness
organizations. Restocking occurs at the point from which a resource was issued. Returned
resources that are not in restorable condition (whether expendable or nonexpendable? must
be declared as excess according to established regulations and policies of the controlling
jurisdiction, agency, or organization. Waste management is of special note in the process
of recovering resources, as resources that require special handling and disposition (e.g.,
biological waste and contaminated supplies, debris, and equipment) are handled according
to established regulations and policies.
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NIMS — Resource Management
Reimburse
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Explain that reimbursement provides a mechanism to recoup funds
expended for incident-specific activities. Consideration should be given
to reimbursement agreements prior to an incident. Processes for
reimbursement play an important role in establishing and maintaining
the readiness of resources.

Inform the participants that preparedness plans, mutual aid
agreements, and assistance agreements should specify reimbursement
terms and arrangements for:

Collecting bills and documentation.
Validating costs against the scope of the work.
Ensuring that proper authorities are secured.

Using proper procedures/forms and accessing any
reimbursement software programs.
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NIMS — Resource Management
Inventory

Inventory

Identify
J Invent?ry Requirements

Order &

Reimburse H ‘ A 3
cquire
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Tell the participants that resource management uses various resource
inventory systems to assess the availability of assets provided by
jurisdictions.

Explain that preparedness organizations should inventory and maintain
current data on their available resources. The data are then made
available to communications/dispatch centers, Emergency Operations
Centers, and other organizations within the Multiagency Coordination
System.

Note that resources identified within an inventory system are not an
indication of automatic availability. The jurisdiction and/or owner of the
resources has the final determination on availability.
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NIMS — Resource Manaoement

The National Integration Center typing
protocol provides:

Resource Category

Kind of Resource

Type of Resource

Credentialing includes and evaluation and
documentation of an individual’s:
Current certification, license, or degree
Training and experience
Competence or proficiency

Present the following information:

Resource tyﬁ)ing is categorizing, by capability, the resources requested, deployed, and used in incidents.
The National Integration Center typing protocol provides incident managers the following information:

Resource Category: lIdentifies the function for which a resource would be most useful.

Kind of Resource: Describes what the resource is (for example: medic, firefighter, Planning
Section Chief, helicopter, ambulance, combustible gas indicator, bulldozer).

Type of Resource: Describes the size, capability, and staffing qualifications of a specific kind of
resource.

Resource typing must be a continuous process based on measurable standards.

Refer the participants to Annex A of the NIMS document for an example of resource typing. Annex A
begins on page 83.
Ask the participants the following discussion questions:

What are the benefits of typing resources?

If not mentioned by participants, explain that resource typing allows diverse organizations to
work together effectively, by exchanging accurate information about the size, capacity, capability,
skills, and other characteristics of resources. Typing makes the resource-ordering and dispatch
process within and across jurisdictions, and among all levels of governments, nongovernmental
organizations, and the private sector, more efficient and ensures that needed resources are

received.
The National Integration Center typing protocol provides incident managers the following
information:
Resfolurce Category: Identifies the function for which a resource would be most
useful.

Kind of Resource: Describes what the resource is (for example: medic, firefighter,
Planning Section Chief, helicopter, ambulance, combustible gas indicator, bulldozer).

Type of Resource: Describes the size, capability, and staffing qualifications of a
specific kind of resource.
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NIMS — Resource Management
Credentialing Process

Department/Agency Decides To Participate

\ /"

DepanmentlAgency Selects Members To Participate

Department/Agency Submits Individual's Application
to an AuthonzedCredentlalmgAgency 'I

Qualified? » Reapply when Qualified
U

Credentialing Organization Acts

Periodic Review

of Credentialing

Organization by
Thirc-Party Reviewer

Information
Uploadedto
Management
Infrastructure

Record Created Department/ Card/ID Issued,
and Agency Periodically
Database Updated Notified Reissued

Use the graphic on the visual to review the process, as recommended by the
National Integration Center, for credentialing under NIMS.

The process begins with the department/agency deciding to participate in the
credentialing effort. Next the department/agency selects members to
participate in the credentialing effort.

The department/ agency submits each individ
credentialing agency. That credentialing agency determines if the individual is
qualified for the applied-for credential(s).

If the individual is found not qualified, he/she can reapply when qualified.

If the individual is found qualified, the credentialing agency acts as follows:
Creates a record and updates the database.
Issues a card/ID (and periodically reissues the card/ID as appropriate).
Notifies the department/agency.
Uploads the information to the management infrastructure.

The credentialing organization undergoes periodic review by a third-party
reviewer.
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Manaoement

Command
The act of directing,
ordering, or controlling by virtue
of explicit statutory, regulatory,
or delegated authority

Coordination
The process of providing support to
the command structure, and may
Include incident prioritization, critical
resource allocation, communications
Systems integration, and information
exchange

65



NIMS — Command and Management
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Following is a synopsis of each major component of NIMS.

Preparedness. Effective incident management and incident response
activities begin with a host of preparedness activities conducted on an ongoing
basis, in advance of any potential incident. Preparedness involves an
integrated combination of planning, procedures and protocols, training and
exercises, personnel qualification and certification, and equipment
certification.

Communications and Information Management. Emergency management
and incident response activities rely on communications and information
systems that provide a common operating picture to all command and
coordination sites. NIMS describes the requirements necessary for a
standardized framework for communications and emphasizes the need for a
common operating picture. NIMS is based on the concepts of interoperability,
reliability, scalability, portability, and the resiliency and redundancy of
communications and information systems.

Resource Management. Resources (such as personnel, equipment, and/or
supplies) are needed to support critical incident objectives. The flow of
resources must be fluid and adaptable to the requirements of the incident.
NIMS defines standardized mechanisms and establishes the resource
management process to: identify requirements for, order and acquire,
mobilize, track and report, recover and demobilize, reimburse for, and
inventory resources.

Command and Management. The Command and Management component
within NIMS is designed to enable effective and efficient incident management
and coordination by providing flexible, standardized incident management
structures. The structure is based on three key organizational constructs: the
Incident Command System, Multiagency Coordination Systems, and
Public Information.

Ongoing Management and Maintenance. DHS/FEMA manages the
development and maintenance of NIMS. This includes developing NIMS
programs and processes as well as keeping the NIMS document current.
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Whatis ICS?

& A standardized, on-scene, all-hazard
incident management concept

Allows its users to adopt an integrated
organizational structures that matches the
complexities and demands of incidents

Permits seamless integration of responders
from all jurisdictions

s Can be used for incidents of any type,
scope, and complexity
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¢ Multiagency Coordination Systems (MACS)

& A system that provides the architecture to
support:

Coordination for incident prioritization
Critical resource allocation
Communications systems integration, and
Information coordination

Present the following key points:

NI MS describes MACS as providing fAthe a
coordination for incident prioritization, critical resource allocation,

communications systems integration, and information coordination.

The elements of multiagency coordination systems include facilities,

equipment, personnel, procedures, and communications."

MACS functions typically include: situation assessment, incident
priority determination, critical resource acquisition and allocation,
support for relevant incident management policies and interagency
activities, coordination with other MACS, and coordination of summary
information.

Add the following additional information:
MACS assist agencies and organizations responding to an incident.

The elements of a MACS include facilities, equipment, personnel,
procedures, and communications.

Two of the most commonly used elements are Emergency Operations
Centers (EOCs) and Multiagency Coordination (MAC) Groups.

Common coordination elements may include:
Dispatch Center
EOC
Department Operations Center (DOC)
MAC Group
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MACS —A System Not a Facility
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Present the following key points:

In many emergencies, agencies have statutory responsibilities at
incidents that extend beyond political jurisdictional boundaries.
Many larger emergencies will involve two or more political
subdivisions. It may be essential to establish a MACS to assist
the coordination efforts on an area or regional basis.

A MACS is not a physical location or facility. Rather, a MACS
includes all components involved in managing events or
incidents, and may include:

On-scene command structure and responders.
Resource coordination centers.

Coordination entities/groups.

Emergency Operations Centers.
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On-Scene and Off-Scene Multiagency.
Coordination

On-Scene Multiagency
Coordination
_—
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* Includes State-level EOCs

Inform the participants that initially the Incident Command/Unified Command and the Liaison
Officer may be able to provide all needed multiagency coordination at the scene. However, as
the incident grows in size and complexity, offsite support and coordination may be required.

Coordination does not mean assuming command of the incident scene. Common coordination
elements may include:

Dispatch Center: A Dispatch Center coordinates the acquisition, mobilization, and
movement of resources as ordered by the Incident Command/Unified Command.

Emergency Operations Center (EOC): During an escalating incident, an EOC
supports the on-scene response by relieving the burden of external coordination and
securing additional resources. EOC core functions include coordination;
communications; resource allocation and tracking; and information collection, analysis,
and dissemination. EOCs may be staffed by personnel representing multiple
jurisdictions and functional disciplines and a wide variety of resources.

Department Operations Center (DOC): A DOC coordinates an internal agency
incident management and response. A DOC is linked to and, in most cases, physically
represented in the EOC by authorized agent(s) for the department or agency.

Multiagency Coordination (MAC) Group: A MAC Group is comprised of
administrators/executives, or their designees, who are authorized to represent or
commit agency resources and funds. MAC Groups may also be known as
multiagency committees or emergency management committees. A MAC Group does
not have any direct incident involvement and will often be located some distance from
the incident site(s) or may even function virtually. A MAC Group may require a support
organization for its own logistics and documentation needs; to manage incident-related
decision support information such as tracking critical resources, situation status, and
intelligence or investigative information; and to provide public information to the news
media and public. The number and skills of its personnel will vary by incident
complexity, activity levels, needs of the MAC Group, and other factors identified
through agreements or by preparedness organizations. A MAC Group may be
established at any level (e.g., national, State, or local) or within any discipline (e.g.,
emergency management, public health, critical infrastructure, or private sector).
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¢ Public Information

¢ Includes messages about:
Lifesaving Measures
Evacuation Routes
Threat and alert system notices
Other public safety information

Explain that Public Information consists of the processes, procedures,

and systems to communicate timely, accurate, and accessible

i nformation on the incidentds cause, si
public, responders, and additional stakeholders (both directly affected

and indirectly affected).

Note that Public Information must be coordinated and integrated across
jurisdictions, agencies, and organizations; among Federal, State, tribal,
and local governments; and with nongovernmental organizations and
the private sector.

Inform the participants that Public Information, education strategies, and
communications plans help ensure that numerous audiences receive
timely, consistent messages about:

Lifesaving measures.
Evacuation routes.

Threat and alert system notices.
Other public safety information.
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Joint Information Center (JIC)

May be established to coordinate public
affairs functions

Serves as a focal point for coordinated and
timely release of incident-related
information to the public and media

Present the following information:

In order to coordinate the release of emergency information and other public
affairs functions, a Joint Information Center (JIC) may be established.

The JIC is:

A central location that facilitates operation of the Joint Information
System.

A location where personnel with public information responsibilities
perform critical emer&;ency information functions, crisis
communications, and public affairs functions.

The JIC serves as a focal point for coordinated and timely release of incident-
related information to the public and the media. Information about where to
receive assistance is communicated directly to victims and their families in an
accessible format and in appropriate languages for those with limited English
proficiency.

JICs may be established at all levels of government, at incident sites, or can
be components of Multiagency Coordination Systems (i.e., EOCs and the
Joint Field Office).

A single JIC location is preferable, but the system is flexible and adaptable
enough to accommodate virtual or multiple JIC locations, as required.
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Joint Information System (JIS)

Executives/senior officials must coordinate
and integrate messages with on-scene
PlOs and other agencies

The JIS is used to help ensure the
coordination of messages

Emphasize that executives/senior officials must coordinate and integrate
messages with on-scene PIOs and other agencies.

Explain that the Joint Information System:

Integrates incident information and public affairs into a cohesive
organization designed to provide consistent, coordinated, timely
information during crisis or incident operations.

Provides a structure and system for:
Developing and delivering coordinated interagency messages.

Developing, recommending, and executing public information
plans and strategies on behalf of the Incident Commander.

Advising the Incident Commander concerning public affairs
issues that could affect a response effort.

Controlling rumors and inaccurate information that could

undermine public confidence in the emergency response effort.

Emphasize that the JIS is not a single physical location, but rather is a
coordination framework that incorporates the on-scene Public Information
Officer with other PIOs who may be located at the JIC, EOC, or other
coordination center.

Ask the participants if they understand the differences between a JIC and a
JIS. Clarify any misunderstandings before proceeding.
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¢ Joint Information System (JIS)

& Helps organize, integrate, and coordinate
information across multiple jurisdictions
and/or disciplines with NGOs and the
private sector

Ensures timely, accurate, accessible, and
consistent messaging

Includes the plans, protocols, procedures,
and structures used to provide public
information
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